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Information Security, Introduction to Networking, Data Communications, Wireless

Communications (any one of these 4 courses)

The objective of this course is to teach the students the security threats to the
wireless communication networks (including GSM, Wi-Fi, RFID, IOV and 10T)

5. ngipﬁ(;is j‘o félthe and how to secure such networks with the relevant wireless network security
Course technologies. The focus of this course is on cryptography and its application to the
wireless network with a special focus on Internet of Things (IOT) security
technologies, standards, and best practices.
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1. What is wireless network security?
2. Wireless transmission and wireless network
3. Overview of wireless and mobile communication technologies (e.g., Wi-fi,
Wimax, RFID, ZigBee/IEEE 802.15.4, Bluetooth, Internet of Vehicle (IOV),
Internet of Things (IOT) and Industrial Control Systems (ICS) technologies)
4. Review of cryptography and cryptanalysis
B g A 5. Sensor Networks (e.g., RFID, ZigBee, ICS) risks and security controls
v : . . . .
Outline of the [6- Sensor Networks and IOT privacy considerations
7. Course 7. Sensor Networks and IOT standards and security mechanisms
(In English) |8, Overview of IEEE 802.11 security
9. A guide on IEEE 802.11i and Robust Security Networks (RSN)
10. IOV, IOT & ICS Security Overview
11. WLAN, IOT and ICS security best practices and case studies
12. FIPS140 and Wireless Network security product certifications
13. WLAN, IOV, IOT & ICS Security Challenges
14. Wireless network and IOT securlty future directions
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