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This course will introduce some common web security testing procedures,
mobile applications (APPs) and related technologies and skills in current
industry practices, including most famous security testing methodology,
OWASP testing standards and methods, Metasploit practices, APP detection
process, project and skills. Some information security-related news and events
will also be analyzed and discussed in this course. This can enable the
students to actually understand the industry's needs and the development
trend.
This course aims to provide relevant practical training. First, it will let
students have basic knowledge and skills of penetration testing. Then,
students will take the actual operations in some weaknesses websites, and
finally they will use the most common practice penetration testing tools, i.e.,
Metasploit, to understand the operations in actual industry testing.
Besides, in this course, the teacher will also teach students methods and risk
assessment practices, and lead students to detect the actual software weakness
in current APP marketplaces, such as Google Play / App Store / MS
Marketplace. So that students can understand common weaknesses that
developers often make, and discuss how to prevent and avoid it. Through

. interactive discussions will also help students to establish a viable future
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(In English) 1. Introduction Penetration Testing

1.1 Penetration testing definition

1.2 The penetration testing methods and procedures
1.3 The penetration test details

1.4 Penetration testing framework and software

2. Vulnerability Analysis and Utilization

2.1 The security vulnerability life cycle

2.2 Security vulnerabilities in public library

2.3 The weakness of some vulnerable websites (WarGame)
3. Metasploit Introduction and operation

3.1. Metasploit structure analysis

3.2. Metasploit framework of the functional modules
3.3. Metasploit practical operation

3.4. Msfgui graphical interface tool

4. Mobile Software (APP) testing process

4.1 APP security testing framework

4.2 APP security detection method

4.3 APP security check and risk assessment
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